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Abstract

Virtualization provides many benefits — greater efficiency in CPU utilization,
greener IT with less power consumption, better management through central
environment control, more availability, reduced project timelines by eliminating
hardware procurement, improved disaster recovery capability, more central
control of the desktop, and improved outsourcing services. With these benefits,
it is no wonder that virtualization has had a meteoric rise to the 2008 Top 10 IT
Projects! This white paper presents a brief look at virtualization, its benefits and
weaknesses, and today’s “best practices” regarding virtualization. The
Association of Information Technology Professionals (AITP) recommends these
“best practices” to obtain the benefits that virtualization offers.
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Virtualization and Its Benefits

Executive Summary

Virtualization has quickly evolved from concept to reality. The technologies that are used for
servers, clients, storage, and networks are being virtualized to create flexible and cost effective
IT infrastructures. The focus of this paper is the use of virtual technology for data center systems
with management best practices.

Given today’s emphasis on Total Cost of Ownership (TCO) and Return On Investment (ROI),
virtualization of servers is leading the impact on data center systems. The reduction in power
consumption is a factor in TCO and ROI and helps data centers with the “greening of IT”. The
year 2008 has seen a significant amount of literature and adoption of virtualization of servers.
Other forms of virtualization such as “to the desktop” and “for storage” are identified as follow
up TCO and ROI virtualization impacts given continued research and implementation strategies.

VMware is seen as the leader in virtualization but Microsoft’s recent focus and product
announcements are giving VMware competition. As time passes, the virtualization leader will
need to deliver solutions on all aspects of virtualization (networks, servers, storage, desktops, etc.
while maintaining TCO and ROI for its customers. Licensing is already a discussion with
respect to TCO and ROI and vendors are responding. Management of virtualization
environments will need “ease of use” and an inventory management component that dynamically
tracks virtualization ensuring that data center managers will always know the state of their virtual
environments.

Virtualization is seen as a benefit for a swift and less painful business continuity process — but -
only if the total data center environment remains manageable. Early adoption and migration to
virtual servers typically uses non-mission critical applications and Disaster Recovery (DR)
solutions. A watchful eye is kept on new vulnerabilities that may appear with the use of
virtualization — yet another reason to start slowly and carefully with non-mission critical
applications and DR solutions!

When AITP RASAG began its work in January 2008 on virtualization, the dynamic activity
during the course of the year was only lightly anticipated. Even with new vendor deliverables
and the dynamic growth of virtualization to come, the management best practices and the
checklist for virtualization included in the appendices should remain applicable. As with any
new technology, take proper precautions. Watch the financial bottom line, test the products, and,
when possible, ease into the virtualization solution!
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Today virtualization is the primary focus for many IT professionals. Coming from virtual (pun
intended) anonymity, virtualization has become all the talk and action in 2008. Virtualization
provides many benefits. These benefits affect many aspects of information technology
operations -- reductions in power costs, improvements in CPU utilization, reductions in the
number of servers necessary to support a swift failover when a virtual server fails, more flexible
allocation of storage, faster and easier disaster recovery at the disaster recovery site, more
centralized delivery of work station services and many more benefits. With all of these benefits,
it is no wonder that IT professionals are actively pursuing this technology!

Virtualization provides many benefits, but there are new concerns to manage. It is important to
keep in mind that because it is faster to create virtual servers than to specify and install hardware,
there may be a tendency to create virtual environments “ad hoc” and virtual environments could
quickly become uncontrollable. In addition, having more virtual server instances will increase
the workload for patching, maintaining and securing.

Tvpes of Virtualization

Virtualization has been applied to components in a data center and to improved, centralized
services of desktops. When looking to employ virtualization, servers are usually the first area of
the data center addressed. Most likely, virtualization to the desktop will become the next big
push and Storage Area Networks (SANs) will follow.

A key reason for looking at servers first is the consolidation of many servers to a fraction of the
original number giving the greatest ROI. Depending on the applications hosted on a server, the
reduction ratio of physical servers to virtual servers can range from “1 to 1” to “30 to 1 or more
depending on the vendor. Organizations who have invested in virtualization may question the “1
to 17 since adding the virtualization layer may not offset costs. More likely once you attain a “3
to 17 ratio you will begin to see cost savings. Savings come from having to purchase and
maintain fewer servers and from the reduced power consumption. In the case of a “1 to 1” ratio,
there is no savings on the cost of the server; but recovery time may be improved when hardware
fails. That additional cost savings and complexity need to be compared to the value received to
determine the cost effectiveness of virtualization. Providers of data center services such as
CedarCrestone' see the “3 to 1” ratio as a cost effective starting point and a 7 to 1”” conversion
ratio as being typical where the applications are heavy RAM users.

A more powerful server, such as a dual core quad processor, may be the best choice for set up of
the virtual operating system. VMware, the most prevalent virtual operating system, has the
highest market penetration due to its long history and robust virtual services it offers. Other
operating systems include Hyper-V, XenSource, Oracle VM, Solaris 10 Zones, Sun xVM, etc.
There is a decision to be made when selecting a proprietary virtual operating system. Included
in that decision are maintenance and support for patches and upgrades. Selecting which virtual
operating systems to go with other operating systems is another consideration. Common
partnerships are seen as follows: VMware for Windows, VMWare and Oracle VM for Linux,
and for Solaris operating systems, VMware or Zones.

! Gehrig, Timothy, CedarCrestone
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Once the physical server is configured with the virtual operating system, the server is now ready
to begin hosting virtual servers. A virtual server is configured with its operating system,
application system and support services. Based on an early assessment, virtual servers are
combined based on CPU utilization, transaction processing, and hardware services. This
combination seeks to provide an optimal ratio of the number of virtual servers to a physical
server. The virtual servers are loaded onto the physical server and turned on. The virtual servers
now operate as independent servers. Should a virtual server go down, it is quickly restored
without impact to the other virtual servers on the same physical server. If storage is packaged
with the virtual server, then no additional work is needed. However, if SANSs are part of the
virtualization environment and high availability is needed, connectivity to the SAN may need to
be checked as virtual servers are moved during the recovery.

If the virtual server has production problems, it can be quickly copied into a development area
for resolution. The time savings for a virtual server with SAN HA (High Availability) can be ten
to fifteen minutes to set up a copy of the production environment rather than an hour or two to
backup and then reload on another server. If the data is part of the virtual server, then more time
may be needed for data availability. Virtual servers typically avoid vendor server dependency
and therefore are a lower cost of entry when a physical server can host several virtual servers.

Storage Area Networks (SANSs) in the virtualization environment require analysis before
building the virtualization environment. If data is stored on a SAN, storage issues are removed
from consideration of a virtual server and the assessment of the number of virtual servers to a
physical server may be optimized. Virtual servers go to SANSs for their data, keeping data
capacity issues separate.

Another virtualization technology that is growing is SAN Disk virtualization. SAN
Virtualization provides some of the same benefits as virtual servers yet in a storage environment.
Should a SAN fail, its virtualized components can be moved to other SANs with availability and
service continues. Further, if a disaster recovery (DR) SAN is available; it can quickly take up
the data service load with a minimum of disruption. One does not face having to take backups
and load onto the DR SAN before activating. The assumption here is that periodic asynchronous
replication of data from the primary SAN are performed to the DR SAN. The periodic
replication of data also minimizes the gap in transactions that could be lost when moving from an
operational SAN to a DR SAN.

Virtualization of desktops requires significant planning especially if you are moving from a
decentralized environment to a centralized service. The desktop services reside on the server
rather than desktop itself making the desktop a thin client. Identification of who will have what
service is a key component in planning. The key benefits of desktop virtualization are:

e Desktops environments are isolated

e Data is secure in the data center

e All applications work in a virtual machine

e Images are managed centrally

e Desktops are always on and always connected
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e Desktop life cycle is increased

e Users have access to their desktops from anywhere

e A users desktop looks the same no matter where they access their desktop
¢ Group security access rights

Virtualization Desktop Infrastructure (VDI) will require servers to manage the requests for
desktop services. Just like the virtual server environment, an assessment of desktop utilization is
needed to combine virtual desktops more appropriately on the server. There are considerations
of a light workload user versus a heavy workload user. The amount of I/O of a user and the
access rights are considered. At this time, VDI has the least number of case studies to assist in
creating an operational VDI environment. The benefits of VDI, however, are causing many to
move to this aspect of virtualization.

Virtualization types (servers, storage and desktops) have a common progression strategy.
Industry is taking the “low bearing fruit” first which is the consolidation of physical servers and
reduction of electrical power thereby obtaining sizable Return on Investment (ROI) and reducing
Total Cost of Ownership (TCO). Careful planning that includes all aspects of an environment
change is critical to success. Consideration of security holes, gaps in service, and reduced
performance during the planning stage will provide a more successful outcome by the end users.

Virtualization of Service Offerings

Given the relative newness of virtualization, one does not expect to hear how significantly
virtualization is being used by hosting services such as Google, Microsoft, telecommunications
companies, etc.

Huge data centers are being built by Google and Microsoft in remote out-of-the-way areas.
Green technology such as wind and water are being used to power these huge facilities. What
are in these huge data centers? Rows upon rows of physical servers hosting virtual servers,
millions of servers, provide services and data to the global community. Nicolas Carr in The Big
Switch ? sees Google, Microsoft and third party providers as the beginning of grid computing
services that parallels how electricity grids grew. From a technical perspective, the virtualization
layer and the application layer are involved. When the two layers are tied together, you get the
concept of grid computing.

Virtualization makes it easy to create a stable computing service that hosts computing services
for individuals, companies, communities, etc. rather than keeping the computing services at each
node in the globally connected services that we call the Internet today. If you are doubtful of the
electricity grid comparison, look at phone service. End users do not service their own phones but
rely on that service from the telecommunications companies. Only large businesses have their
own phone switch; small businesses rely on telecommunication companies or third party service
providers.

Outsourcing becomes easier when a virtual configuration is propagated to provide services from
a remote data center. Gaps in outsourcing can be more easily tested locally before moving to the

? Carr, Nicholas, The Big Switch, pp. 63-83
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outsourcer for full service. The local virtual server acts as a model for outsourced virtual servers
thus giving the subscriber a signed off configuration that is deployed remotely. Even changing
outsourcers becomes easier when the subscriber has a virtual server configuration.

As the cost savings increase and stability improves, it will be difficult to just keep computing
services locally in some cases. Return on investment (ROI) and Total Cost of Ownership (TCO)
will be strong pressure to eliminate local computing services and accept outsourced services
should costs be based on virtualization server instances and not on physical servers. There is a
question as to whether virtualization is contributing to moving the IT industry to the next level of
central service providers? The following considerations remain:

1. Cost model used by central service providers
Nature of the business where core services may be a competitive advantage and whether
those core services need to remain with the organization to protect that advantage

3. Organizational expertise is locally available and costs with providers are comparable.

At CedarCrestone®, an Oracle, SOA, and PeopleSoft outsourcing provider, virtualization is used
throughout the datacenter to leverage existing infrastructure investments and to reduce datacenter
power and cooling costs. Over 800 virtual VMWare and Solaris 10 Zone environments are
deployed providing application services on Solaris, NT and Linux platforms to hundreds of
customers with availability and performance SLAs.

What are the synergies of virtualization on NAS/SAN storage technology?

Storage is a critical component of any virtualization strategy. Some would argue that storage is
actually more important than the physical servers for building an effective virtual server
infrastructure. Enterprises use storage area networks (SANs) or networks with attached storage
(NAS) to store files and application data. These storage systems use storage virtualization
technology to create abstract blocks of storage called logical unit numbers (LUNs). LUNs
provide many of the same benefits of virtual servers including reduction of the required footprint
in the data center, allow provisioning of data storage while applications remain on-line, and
allow network administrators to manage disk space more efficiently with no downtime. Storage
virtualization has been in production for many years in response to the increased demands of
storage capacity.

SANs and NAS systems are attached to servers using complex SCSI or fiber channel
connections. As more virtual servers are deployed into the data center, significant benefits are
realized in the storage layer of the network. As more virtual servers replace physical servers,
fewer SCSI or fiber channel connections need to be made to the storage systems. This
replacement saves significant cost of infrastructure and implementation time.

Since virtual servers are nothing more than files, like any other stored files, they can be
duplicated and archived. This significantly improves server provisioning by creating multiple
instances of the virtual server files using templates on a storage array. Virtual servers can be
implemented in seconds rather than waiting weeks to acquire and implement physical servers.

* Gehrig, Timothy, CedarCrestone
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Disaster recovery efforts also benefit as virtual server files on a storage array can be moved from
one host to another non-disruptively.

The storage layer can make or break an effective virtual server infrastructure. It is critical to
analyze the storage layer carefully before developing a virtual server strategy. As few physical
servers (and more virtual servers) are connected to the storage systems, I/O bottlenecks can
occur. When adopting a virtual server infrastructure companies with a dedicated storage
management staff should make sure that they are included in the planning and implementation
teams. If a dedicated storage management staff is not available, server administrators must be
well versed in storage technologies and the impacts of virtualization.

Virtualization, Moving IT to Centralized Utility Status

No corporation or institution is strategically planning to move to a centralized IT utility and
thereby eliminating their data centers. Yet some very major firms like IBM, Google and
Microsoft are building huge, green data centers with massive energy sources in locations across
the United States. These firms appear to be preparing to become an IT utility.*

Virtualization of servers is a great asset when considering an IT utility. For the first time,
outsourced data center services can easily manage different customer computing services, keep
customer services separate, offer business continuity and disaster recovery capability, and
approach the infamous 99.999 operational performance — all because of virtualized servers!
Given the ease and speed with which virtualized servers can move to another physical server,
outages are reduced to a fraction of a minute that is unnoticeable by customers transacting
business. Vendors of outsourced services have a profitable model for outsourcing within the
United States and not just other countries.

Outsourcing in the United States has the additional benefit of proximity and less impact due to
transcontinental fiber breaks, third party government policies, unstable countries, and
international trade deficits. The United States has the opportunity to compete especially as
utility services reach critical mass offering a competitive advantage to stay in the United States.

But even as signals show movement toward an IT utility, the United States sees the risks of a
utility service in the distribution of electricity. How can the IT utility be prepared to avoid
capacity outages or disruption of service due to natural disasters? Cost will be an appealing
motivator for industries and institutions to move to an IT utility but how will an effective IT
utility grid be created to allow alternative paths to resources should there be outages? Perhaps IT
is better suited to solving this problem than the electrical company given the Internet and its IP
address schema. Who will begin the discussion of an IT utility beyond Nicholas Carr who is
openly championing such a direction? When will IBM, Microsoft, Amazon, etc., begin the
competition toward an IT utility?

Vendor Choices for Virtualization

* Carr, Nicholas, The Big Switch, pp 63-83
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The practical benefits of virtualization have led most vendors to develop products that provide
virtualization or virtualization management software. This is especially true in the server
virtualization arena. The major technology areas that have products available at this time are
server virtualization, desktop/client virtualization, SAN/storage virtualization and network
virtualization. Although not fully mature, server virtualization is the furthest along in product
lifecycle and user adoption.

The virtualization approaches described below are all viable products with subtle performance
differences. These approaches will mature and be supported by the vendor. It is important to
consider the management and automation requirements of a particular virtualization endeavor.
Each virtualization product has different management and automation capabilities as well as
third party offerings.

Major providers of server virtualization software include VMware, the current leader, Microsoft,
playing catch up with VMware, and the open source XEN based products (CITRIX XENserver,
Oracle VM, SUN xVM, etc.). These products will continue to mature as the adoption rate grows.

There are a number of methods used to create virtual machines on a physical server. The first
method requires a native OS to be installed on the server. An application is run that allows for
the creation and management of virtual servers. These virtual servers run a guest operating
system and applications. This approach provides the highest level of hardware compatibility, but
increases complexity and reduces system performance. This is called hosted virtualization and is
used by SUN Solaris 10, Parallels Virtuozzo, IBM, and VMware server.

The second method of virtualization uses a virtualization layer, called a hypervisor, which is
installed directly on an x86 server. The hypervisor manages the physical resources (CPU,
memory, and I/O) of the server. This is referred to as a bare metal architecture. Each virtual
machine then runs a guest OS and associated applications. This approach reduces complexity and
increases performance and scalability. There are many approaches to creating the hypervisor and
some require that the guest OS be modified. The hypervisor is the basis of most existing
products.

Full virtualization is when the hypervisor manages the virtual machine and the guest OS is
unaware that it is sharing physical resources. This requires the hypervisor to perform binary
translations of system resource requests and is the most difficult to develop. VMware ESX,
Microsoft Virtual Server, and Microsoft Hyper-V are the major products that use full
virtualization.

Paravirtualization is when the guest OS communicates directly with the virtualization layer
because the calls are not translated by the hypervisor. This requires that the guest OS be
modified to function in this environment. These modifications are relatively easy; however, they
reduce portability and compatibility. The open source XEN based products are based on
paravirtualization. Citrix XENserver, Oracle VM, and SUN xVM use this approach.

Hardware assisted virtualization is the latest method of hypervisor implementation. The
hypervisor communicates directly with the latest Intel and AMD chipsets thus eliminating the
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need for full binary translation or paravirtualization. This is the future direction of server
virtualization. Several products are taking advantage of the latest Intel and AMD technologies
primarily using a hybrid of the hardware assist and parvitualization. This will no doubt mature to
full virtualization using hardware assist.

Market penetration of virtual servers is estimated to be 22% of existing servers today and to
increase to as high as 45% in 12 months.” The choice of a virtualization product depends on the
availability and affordability of management and automation tools. VMware and Microsoft lead
in this area with management suites and third party products.

Virtualization to the Desktop or client is a method to deliver a PC environment from a central
server with central applications. This is different than the earlier Citrix and IBM implementations
that used terminal services to access a single processor in the datacenter remotely.

Desktop virtualization permits a single server to provision multiple clients instead of the one
client to one server relationship required with a terminal services solution. It also provides the
flexibility to move applications and clients as needed. There are many approaches to creating a
virtual desktop and not all applications or users are good candidates for this solution. You will
likely need multiple approaches based on the application and user requirements in a given
organization. Flexibility, security, and management of client environments are the current benefit
of these solutions. The cost of this approach often exceeds the cost of an existing desktop/ laptop
implementation at this time.

Desktop virtualization, application virtualization, and virtual desktop infrastructure (VDI) are
approaches used by the major vendors. VMware thinapp, VMware ACE, Microsoft softgrid,
Citrix XENapp, Citrix XENdesktop, and Sun VDI Software are products you may consider.

Storage virtualization, as described in a previous section, is accomplished in a variety of ways.
The major storage vendors including: IBM, EMC, HP, and Hitachi provide storage virtualization
capabilities. The major fabric vendors such as Cisco and Brocade also provide storage
virtualization products. There are also third party solutions such as Falconstor, Symantec and
Datacore that offer solutions across multiple hardware storage platforms.

Licensing Issue related to Virtualization — Good News

During 2008, Server Virtualization, and to some extent Desktop Virtualization, moved into the
mainstream. As a result, operating system and application vendors have moved fairly quickly to
adjust their licensing models to accommodate this (as of September 2008, Microsoft has moved
to make their policies more in line with the rest of the vendors).

However, if you are using, or planning to use virtualization, you should not assume your old
licenses will cover you adequately. Vendors are offering licensing at the physical unit (server)
level, virtual server level or virtual processor level. You need to discus your needs with your

> Humpreys, John, O’Donnell, Bob, and Rose, Michael, “The Path to Enterprise Desktops: From Personal
Computers to Personalized Computing”, IDC, 2007
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operating system and application vendors to make sure your licenses fit your actual environment
and provide sufficient flexibility to meet your needs.

Issues to consider with Virtual Licensing:

e Number of licenses needed — this will depend on whether you are licensing virtual
servers, virtual processors or physical servers at the operating system level as well as how
the applications in the VMs are being licensed. Matching application licenses with
server/operating system licenses is a must.

e Moving licenses — you should, in theory, be able to move virtual licenses freely from one
server to another within your data center as needed. Look for out of sync licensing (e.g.
you have a physical service license for the application running on a virtual server — if you
move the application to a virtual server on a different physical server, you may be out of
compliance). You need to ensure that the permitted scope of your license is sufficient to
meet your needs.

¢ Limits to moving licenses — although this seems to be going away, some vendors restrict
the number of times you can move a license (at one point Microsoft only allowed you to
move a license once every 90 days).

Also, as noted in Glenn Miller’s Appendix A, some applications have to re “re-
authorized” when moved from one VM to another. This can be especially troublesome if
the license is being authenticated by various elements in a computer’s ‘footprint’. When
the footprint changes significantly, the software suspects ‘unauthorized use’, and requires
re-authentication against the website. If the user (or IT) has lost the original means to
identify authentic users (e.g., serial numbers on boxed or CD jackets, registration codes
sent in old emails), then either (a) the application becomes unusable; or (b) IT and/or the
user has to find the invoice (if possible), contact the vendor, explain/prove their case, etc.
This can be very disruptive and consumptive for IT and/or the end-user.

¢ Ineligible applications — licenses for some applications don’t allow you to run them on a
virtual server — especially applications brought from home. Make sure you know what
you have on your virtual servers and that you’re not exposing your company to legal risk
by deploying ineligible applications.

e (Cost of licenses — ideally an application license should cost the same regardless of the
virtualization platform (Microsoft, VMware, other). Don’t assume, ask.

e Tools for managing licenses — many vendors are offering tools to simplify the
management of their licenses. Ask your vendors what is available, and what is coming —
this 1s a very dynamic market place.

Although the issues listed above focus on server virtualization, they apply to some extent to

desktop virtualization as well. The landscape for virtualization is changing on almost a monthly
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basis. Managing licenses will be a challenge. You need a baseline compliance inventory and a
process for keeping it up to date.

Summary

Given the volume of literature on virtualization in 2008, vendors are pushing the benefits of
virtualization, and even reengineering licensing agreements to accommodate the move.
Virtualization of servers is making the greatest impact based on ROI as the result of reduced
power consumption, better utilization of servers, and reduced outage time due to server or
application failure. Virtualization of desktops brings the promise of thin clients having more
control over application access, better support for the end user, and extended life for
workstations reducing the TCO (Total Cost of Ownership). Storage and virtualization may also
contribute to the potential ROI and improved recovery time when hard drives crash.

Vendors are pushing to be the “one stop virtualization shop” almost guaranteeing continued
improvements in virtualization as the competition increases. As virtualization offerings are
presented, make sure the various forms of virtualization are delineated in vendor proposals.
Finally, when evaluating solutions, ensure that access and applications are more efficient and
that processing is on less hardware when deployed.
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MANAGEMENT BEST PRACTICES

Is virtualization an all or nothing option?

It’s all about strategy — and do you have one? With issues from pressure on budgets from various
sources to the need/desire for “green computing”, virtualization offers many options. It is not an
“all or nothing” proposition. As you have already read, and will read in the following sections,
there are many opportunities for those who understand the impacts on their IT operations and
their organization and who can translate those into an effective virtualization strategy. The
primary considerations fall into three categories: technology, organization, and policy. On the
technology side the considerations are licensing, vendor software support,
security/authentication, and disaster recovery planning. In the middle ground are organizational
issues, such as selection of virtualization targets, IT staff training, IT support and documentation,
review of existing IT policies, and migration plans. Finally, at the upper end, the policy issues
facing the organization revolve around regulatory, industry and organizational requirements for
compliance, security, audit ability.

Given the organization’s position in each of the categories, virtualization can have a positive
benefit on the IT operations and the organization’s capabilities. Using a checklist (like the
sample in Appendix C), environments that are good candidates for virtualization can be selected,
followed by plans to develop and test virtualization, and ultimately culminating in adoption of
virtualization for most or all similar platforms. Some of the virtualization target environments
are:

1. Test Environments — offer a low-risk place to learn about virtualization and its tools and
to develop the foundation for further deployment

2. Development Environments — offer a low-to-moderate-risk place to learn about
virtualization methods and impacts, such as security, audits, and disaster recovery

3. Legacy applications — offer an opportunity to migrate static products or applications to a
newer platform in order to improve performance, management and longevity

4. Isolated/Small applications R&D or product evaluations — offer simpler, easier to
configure environments for short-term project situations

5. Larger Production Environments — offer, beyond items 2 and 3, a higher risk opportunity
to expand virtualization resources in the data center in order to optimize power as well as
environmental and physical resources, but requires full awareness of licensing, support,
security, regulatory, and organizational requirements and controls.

6. DR Environments — offers flexibility in developing DR plans to deploy at third-party or
alternative data centers in the event of disasters

What’s the best way to start learning and using virtualization?

It is clear that virtualization of servers, storage, and desktop computers is becoming a paradigm
that will shift the way companies and service providers host and manage enterprise applications.
For any enterprise that operates a data center with multiple servers, virtualization is no longer a
question of “if”, but “when” to adopt a virtualization strategy. Although many companies have
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done some sort of virtualization, usually consolidating file or print servers, many high end
applications have not been deployed to virtual servers. This is a prudent strategy for now
because very few companies are prepared to retool the entire IT infrastructure to a virtual
environment. On the other hand companies that have not done some sort of virtualization may
be considered laggards and behind the times.

Now is the time to start learning and using virtualization technology even if it’s only for non-
critical servers and applications. Many high end and e-mail applications have been difficult to
implement on x86 servers due to capacity issues, I/O bottlenecks, and software compatibility
issues. Hardware and software vendors are working diligently to make virtualization technology
easier and more cost effective for large and small companies through higher end servers with
more memory and multiple processors, and lower cost hypervisors that are easier to manage.
There is a seemingly endless amount of literature on the topic of virtualization for servers,
storage, and desktop computers. Companies should begin to get their technical staff well versed
in virtualization technology so they will be prepared for the changing data center infrastructure.

More important to understanding the technical aspect of virtualization is the thought process
CIOs use when developing a virtualization strategy. For the most part, virtualization is seen as a
tactical decision to contain data center costs. Although cost savings is a byproduct of a
virtualization initiative, the driving force should be a strategic direction to separate the link
between hardware and software, and create a more modular architecture. This will allow better
analysis of the services that IT should provide, and allow implementation of those services in an
orderly fashion. Regardless of when a company decides to take on a virtualization initiative, one
thing is for sure; CIOs who stay informed about the emerging technology of virtualization will
be in a better position to do an effective job of implementing a virtual infrastructure.

When is virtualization a good thing and when should virtualization not be used?

Down in the trenches, there are some practical observations that need to be reviewed before
deciding the candidates for virtualization.

First, high I/O database servers still work best on physical machines especially with 64x when
using large numbers of CPUs and system memory over 4GB. Virtualization can slow down
physical I/O and restrict number of CPUs and amount of memory assigned based on the
virtualization product and vendor. I/O reductions from 5 to 15% have been reported. (MS
Hyper-V with the virtual bus is expected to reduce this significantly, but only time will tell.)

Second, as a rule of thumb at this time, single applications that would run fine with, for example,
2 CPUs and 4GB of memory or less appear to be “good targets” for virtualization. Consider the
larger applications, as needed, for DR. Test these applications to make sure response time is still
okay and limit what else runs on the virtualization physical host.

Finally, a big issue with multiple virtual machines on the same physical host is thrashing the hard
drives with concurrent I/O from the multiple virtual machines. Multiple hard drives or a
SAN/NAS configuration could resolve this.
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It all comes down to “trust” — and how much of the farm you’re willing to bet on virtualizing a
particular environment. To get started, the “V-god” would:

e Create Test Bed.

o Create an environment that emulates the target network, policies and the
architecture applications used in production (IIS load balancers, database back-
ends, file shares etc.).

Test updates (OS and application).

Test patch deployment (OS and application).

Deploy new versions of existing software.

Deploy new software and perform virtual/physical comparison testing.

Test various roll-back scenarios to prior snapshots; deployed and archived for
future use.

¢ Virtual Production Environment in conjunction with the Physical Environment.

o Make sure the VM plays well with the infrastructure. The network, domain

controllers, etc. do not make the distinction between virtual and physical.

o Use an assessment tool to locate candidate servers for virtualization
(Underutilized servers are excellent choices).

o Convert chosen candidates to virtual machines and consolidate them onto physical
servers designed to host VMs.

= Take “before and after” benchmarks to audit the “Benefits of
Consolidation”
*= More room in data center - reduce number of physical servers.
= Power usage decreases.
» Reduced heat in data center.
= Reduced cabling.
» Potential to free up rack space and/or make better use of existing
rack space.

o Define and develop migration policies, procedures and practices. Proper
management software allows VMs to be migrated from one physical box to
another physical box.

» This allows for load distribution on the hosts when needed.

* VMs can be moved to other physical hosts with minimal downtime
(several minutes or less), allowing the host to be rebooted for software/OS
updates, OS upgrades, hardware replacement, hardware upgrades, etc.

O O O O O
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Appendix A

Server Virtualization — Benefits, Risks, Performance, Security

Expected Benefits:

U Bring legacy operating systems and applications into modern, more manageable
infrastructure. Virtualization of an OS or application typically makes it ‘portable’. This
allows the software to be hosted on newer systems, with better management features. Modern
backup devices and software, newer HA solutions, performance monitors, and workload
management utilities can all be brought to bear on the newly migrated OS/apps. This retains
the original functionality, but surrounds it with a better management infrastructure. For
example, critical applications running on an old, pre-SP2 version of W2K could be migrated
onto a newer server with encryption, better security, better backup processes, and fail-over.

U Bring legacy operating systems and applications into modern, higher performance
infrastructure. Similar to the first point, a virtualized OS/app can be moved from a slower
performing system to a much faster one, allowing significant performance gains to be
realized. Even with the overhead of virtualization, the net effect can be a significant
performance gain for the application. A three-year gap in server hardware, for example,
typically represents a price-performance improvement of over 40%, while virtualization
overhead is typically less than 10%. In addition, the other system elements (e.g., NIC speed,
disk I/O speed, backup software speed) are also considerably faster on the newer system,
adding to the gains. This actually allows IT to increase realized performance, while
consolidating footprint.

U Augment legacy applications by leveraging new features of newer (masquerading)
physical systems. In some cases, peripheral systems attached to the newer system can
increase the value or decrease the operational cost of the legacy application. The newer
device ‘masquerades’ as the older device (attached to the original server), yet adds value by
features unknown to the virtualized OS/app. Examples of this would be where a disk-hungry
application is moved to a server which has a thin-provisioning SAN/NAS attached, or where
an OS with a small-memory footprint (therefore with heavy paging usage) is run on a server
with solid-state disk.

U Facilitate consolidation/centralization for those standard benefits. A very typical usage
scenario is where many individual, distributed servers are each virtualized and consolidated
onto a single server (or server complex). Apart from physically moving the original servers
into a centralized facility, this is about the only way to achieve a practical level of
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centralization benefits. The original servers are de-commissioned (and returned to the lessor,
disposed of, or re-commissioned for other usage), but users continue to access the
server/application images from the new, consolidated server. This allows the
generic/standard benefits of centralization/consolidation to be realized: leverage of
labor/skills, leverage of peripherals, leverage of physical and network security, economies of
scale, negotiation power with vendors, easier DR planning, etc.

U Increase asset utilization. It is well known that our distributed servers (in ‘server sprawl’
cases) were woefully underutilized. Industry figures were often cited that classic x86 servers
ran at less than 20% utilization. This represents, of course, significant asset waste. By
consolidating 2 to 4 physical servers onto one of those physical units, utilization increases
dramatically. Of course, overall asset utilization doesn’t change (i.e., you still have a couple
of 100% idle de-commissioned servers), but once you dispose of the idle systems, then the
utilization story is fully accurate. [The same applies for all the peripherals attached to the
consolidated unit—they are leveraged more as well.]

U Reduce power, heat, and cooling requirements footprint. When you move from many
small servers to fewer large ones, there is often a reduction in aggregate energy requirements
for power, heating and cooling. However, this is a difficult reduction to measure, and even
harder to capitalize on, due to the fact that the energy used by the distributed servers were not
‘consolidated’ in one place—they were ‘invisible’ since they were not broken out as
individual line-items on the financials. But in the case of a centralized IT facility, the energy
costs will appear to have grown substantially, because now all the energy demands are
concentrated in one, centralized budget. But at a theoretical—although typically
nonmeasurable—Ilevel, overall energy usage can be reduced.

U Reduce actual floor space required for servers. This is largely a function of centralization
(but requires removal of de-commissioned servers to free up their real estate), but can be
much greater with virtualization technologies since the new systems require zero additional
floor space (after the first one).

U Reduce physical network load. In many cases, interdependent servers can be virtualized
and hosted on the same physical machine (like is done on mainframes in partitions—one
partition will host the DB, one the web access layer, and another the business logic layer). In
such cases, the network connections between the VMs run ‘inside’ the physical machine
(often in internal RAM) in virtual LANS. These ‘software networks’ can be very, very fast—
speeding up overall performance—but they also shift some network traffic from the physical
net o the internal virtual net. This can free up network bandwidth capacity, in specific
subnets. [There is a downside to this, though, in that requirements of the multiple VMs for
external data will now be consolidated onto a single NIC and perhaps overload the shared
NIC. See the discussion of this in Performance.]

U Implement policy-based resource management. In many cases, the virtualization
technology used is supported by an eco-system of management products and tools, from
multiple vendors. Some of the tools are focused on workload management, implementing
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various types of policy-based logic. [Many of these tools migrated down from the mainframe
and high-end UNIX worlds.] Typical examples would be tools that move a VM from one
host to another (for reasons of data access) and tools that allocate more processors to a given
VM during anticipated peak-load periods. When servers are virtualized, IT can take
advantage of workload and provisioning tools to simplify the IT management workload, and
increase overall performance/reliability.

U Facilitate rapid re-configurations. One of the major advantages of software-based
virtualization is the speed at which it can occur. The ability to move VMs from one physical
system to another (‘on the fly’) means that rapid reconfiguration of the server complex is
feasible. This can come in handy in situations of unforeseen downtime, peak load
adjustments, and tech refresh.

U Consolidate/centralize system integrity management functions (e.g., patch mgt, security).
In addition to the standard centralization benefits available in consolidation scenarios, virtual
infrastructures can also be protected more effectively, through centralized software tools.
Tools exist today to allow network-wide application of updates, patches, software agents,
security scans, problem containment, failover, etc.

U Expedite fault isolation measures. When a VM is compromised by malware and/or
becomes a ‘carrier’ of malware, creating risks to other systems on the network, it is very easy
to shut it down and restart a fresh, uncorrupted copy of the VM. We have done this with
physical servers for years and years, but it is much simpler and faster in a virtualized server
environment.

U Implement accountability/chargeback options. The current generation of virtualization
technologies are starting to produce tools to allow measurement and reporting of resource
usage. This will allow IT department to implement cost-awareness programs, and eventually,
cost-chargeback programs for VM usage.

U Reduce cost of Test and Development equipment. One of the earliest uses of server
virtualization was in the Test/Dev departments. IT personnel would have virtual copies of all
the server OS/application stacks, running on only one physical server. When a necessary
upgrade, patch, hotfix, or new application became available, these VM copies of the
production servers were where these changes were tested first. This reduced quality costs, of
course, since the patches weren’t pushed out to servers which would have problems with the
upgrade. Additionally, it was easy to create a new VM for application development work.
This strategy was popular because it reduced the hard invoice costs to buy extra physical
systems for Test/Dev.

U Simplify and improve Disaster Recovery processes. Since the state of a physical server can
be ‘snapshot-ed’ to a disk file using virtualization tools, it is a fairly simple process to create
full-system ‘restore points’ for entire server rooms. And, as disk files, these can be replicated
over WAN connections to DR failover sites. Since we normally allow reduced performance
—but not reduced functionality—during an outage, the physical server plant at the DR site
can be less ‘dollar intensive’ than the live, production server plant. This helps contain some
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DR costs. Furthermore, since the snapshot process can be done often, the ‘currency’ of the
systems in the DR site can be very fresh.

U Reduce cost for ‘spot’ appliances. IT often needs ‘spot” solutions to problems not addressed
by the big vendors yet, and these solutions have classically showed up in the marketplace as
‘appliances’. These are dedicated servers designed to meet a specific need. Early examples
were firewalls, TCP/IP accelerators, and SSL accelerators. In the virtualization marketplace,
many of these solutions can now be downloaded as fully-contained VMs, ready to be
provisioned on a generic host server. The software-only appliances contain their own
specifically configured OS—Iike the physical versions of the appliance—but are available at
a fraction of the cost of the physical unit. This represents both a less-expensive and a faster
way to solve spot problems in an IT infrastructure.

U Avoid or defer future server costs. Another early use of server virtualization was to reduce
the requests for additional future servers by the business units. Once virtualization was in
place, each new request for a small x86 physical server would first be evaluated for possible
implementation as a virtual server (involving only software licensing costs). In the cases
where a VM was an acceptable alternative to the physical asset, hard invoice costs were
avoided (or at least deferred until the workload grew to require dedicated machines).

U Facilitate implementation of new/next systems. Migration to new operating systems and
infrastructure elements often are hampered by the need to support legacy applications. In
some cases, servers which hosted multiple apps could not be upgraded, due to the limitations
of only one of the applications. All the other applications had to remain on the ‘old OS,’
because the legacy app could not be migrated. Virtualization of that system would allow the
legacy app to run on the ‘old OS’—mnow running as a guest VM on a newer OS—while the
other applications could be moved to running natively on the new OS. This would allow
progressive modernization of (most of) the applications, without jeopardizing the business in
the process.

U Facilitate the future move to wider auto-provisioning. Eventually we will get to a more
automatic provisioning model in the IT shop (sometimes called ‘in-house utility computing”).
This is an extension of the point above about ‘policy-based resource management’, but
introduces the notion of such virtualization of all server-related resources too: SAN, NAS,
networks, routers, etc. These virtualization technologies are already in development (and in
some cases, in deployment) in their respective technology areas, and server virtualization will
be one necessary part in the truly autonomic/adaptive data center.

Anticipated Risks:

U Standard centralization/consolidation risks. These risks are fairly well-known to IT
practitioners, and include all the ‘eggs in one basket’ risks, concentrated physical plant risk,
span-of-control risks, etc. These are not unique to virtualization.
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U Virtual “Server Sprawl”. The fact that it only takes a second or two to create a full VM,
means that this process needs to be controlled. Virtualization—as a consolidation play—was
very successful in helping IT contain (and even reverse in many cases) physical ‘server
sprawl’, but some IT shops are seeing that ‘virtual server sprawl’ has also occurred. This has
created reduced manageability and lower leverage of physical assets. If not managed, virtual
server farms may become /ess manageable than were the physical farms — since VMs cannot
be physically seen! This issue extends to making sure patches are applied, software agents
installed, etc—all the things which were required for physical machines.

U Performance Bottlenecks. These bottlenecks are also generic risks of consolidation of
workloads, but in virtualization they have some additional aspects. Since all the virtual
components eventually map down to shared physical components, the physical components
can easily get overloaded, if there are too many VMs. For example, a NIC that handles
network traffic well at 20% utilization, can become a bottleneck when we run six VMs (each
at 20% utilization) on it! This ‘concentration of workload’ problem shows up in external
network access, SAN/NAS 1/Os, and tape/backup systems. This is manageable of course—
we are supposed to be doing ‘capacity planning’ even for VMs—but it is something to watch
carefully. The technology marketplace is beginning to see offerings and developments to
resolve these potential problems.

U Higher equipment costs. To consolidate 20 physical systems onto two to three larger
systems requires capital outlay for the new systems—without often ‘getting any money back’
for the decommissioned systems. These new larger systems always require more/faster disk
(to support the consolidated workload), faster backup devices, more redundancy,
considerably more memory, etc.

U Extra planning workload. IT shops must give forethought to their virtual architecture, to
avoid major management headaches downstream. For example, naming conventions should
be designed early and creation/alteration/retirement procedures and controls need to be
defined and implemented. Since many IT shops implemented VMs early without such
procedures and planning, additional effort will be required at converting pre-standards VMs
(e.g. “Sleepy”, “Sneezy”, and “Dopey”) into standardized naming schemes (e.g.,
“CustMas1”, “CreditValiD8”, and “VendorDB”).

U Regulatory and privacy issues. In the physical system world, we sometimes have to isolate
systems from one another—to avoid ‘data closeness’. The regulatory environment might
require sensitive data from one server to be ‘at arms length away’ from sensitive data on a
different server. If, in our virtualization initiative, we host both of those servers as VMs on
the same physical server, then we may have a compliance risk issue. We know VMs are
isolated ‘sandboxes’, but this may be difficult to defend to a regulatory body. Additionally,
many administrative roles for these servers are ‘consolidated’ into fewer hands, when the
legal environment might require stronger separation of roles.

O Skillset scarcity. As our dependence on virtualization grows, so too will our dependence on
skilled personnel (or outside firms) to manage and exploit our infrastructure. Due to the
newness of the technology eco-system (for enterprise-scale environments), the personnel
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with deep experience in the field are fairly scarce. This scarcity can create a hiring, cost, and
retention challenge for IT, in the short run.

U Licensing legal risks. There are generally some limitations on the ‘movement’ or
redeployment of various software components (Windows being a great example) between
physical systems. The market success of virtualization has created economic forces to soften
some of these, but, in general, the more expensive/important the software is, the more
restrictions are placed on its mobility. Given the ease of creation and movement of VMs, we
will likely see cases where licensing terms are violated. The license environment needs to be
considered in connection with the implementation of virtualization

Performance Issues:

U Standard workload consolidation issues. These workload issues are fairly well-known to
IT practitioners, since the basics of workload management have been around for decades.
Beginning with the advent of mainframe VM/MVS in the 70’s, performance management of
multiple, simultaneous jobs has been a subject of study, experimentation, and technology
development. Basic monitoring and management tools are available today for the x86 space,
and market offerings grow in number, features, and sophistication monthly. As one moves up
from the x86 space into the higher-end UNIX systems and mainframes, tool availability and
scope increases as well—since virtualization was used on these architectures earlier than on
the x86 platform.

U General expectations. Vendor and analyst studies are already available for the competing
server virtualization platforms, with each measuring some specific dimension(s) of
performance. As would be expected, VM performance is affected by a number of variables:
CPU speeds, number of allocated CPUs, memory size, memory speed/FSB, number of
‘competing’ VMs running on the host, hypervisor/host type and overhead, external
bottlenecks (e.g. I/O, network), inter-process communication technologies, dependency on
specific hardware peripherals, business priority logic and rules, inter-application
dependencies, amount of redundancy required, and others. Most studies in the x86 space
show performance of a VM—in a ‘reasonable’ configuration and environment—to be in the
range of 80-90% of native speed of the host system. [Note that this might s#i// be much faster
than native speed on the original, de-commissioned physical server. The performance gains
of modern processors versus those of even two years ago will easily dwarf any performance
penalty due to virtualization overhead.]

U Early bottlenecks. Virtualization in the x86 space has been in production environments for
several years now, and several early bottlenecks have been noticed. The first one noticed was
network traffic, both for LAN communications as well as for SAN access. When a single
physical NIC is shared by several virtual NICs, overall network performance can go down.
There are stop-gaps for this (e.g., NetXen), but longer-term emerging protocols are already
showing up in products (e.g., PCI-SIG’s SR-IOV). Another bottleneck was analogous--
shared I/O paths to direct-attached storage—although solutions for this are still very limited
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(e.g., Fusion-io’s ioDrive). A third bottleneck was in memory—when we did not allocate
enough memory to the VM, or when we oversubscribed the physical memory between VMs.
[All of these problems, by the way, were experienced in the mainframe and high-end UNIX
server worlds, so much of the theoretical work needed to create solutions in this space is
already done.]

U Conflicts in management technologies. In the first Linux-on-mainframe environments, we
noticed that conflicts could occur between the management routines in the guest VMs and the
management routines in the host zVM. When a Linux VM was configured with too little
memory, in the idle state it would still try to page memory to its virtual swap-disk. This,
however, caused z/VM to have to page the entire VM back into its memory—creating sub-
optimal resource utilization, obviously. These early conflicts have been ironed out, but we
expect to see more of these as the guest OS management routines become more sophisticated
—and therefore might become more in conflict with host OS management systems. This
conflict can largely be alleviated by proper configuration of guest VMs, but there are other
issues such as CRON timers, monitor agent tic’s, etc. which will cause an otherwise idle
guest VM to demand resources (unnecessarily) from a host OS.

Security Issues:

U Baseline issues are shared with physical systems. VMs require at least the same amount of
attention and protection as physical machines. This protection will include OS hardening,
administrative role segmentation, VLANSs, IDS/IPS systems (including the ability to see
interactions between VMs), firewalls, encryption, physical security of the host, etc.

U Inconsistent application of security policies. IT worked hard to develop security practices
for its physical servers, but often those practices are not applied consistently to VMs. This
creates security risks similar to that of un-managed physical networks.

U Additional attack surfaces for hackers. The hypervisor represents a new—and potentially
lucrative—attack surface to intruders, since it has ‘supervisor-like’ privileges on the physical
host server. Also, since VMs are stored as public-format disk images between sessions, the
file image represents an attack surface. Likewise, virtual ‘appliances’—fully configured VMs
which can be downloaded and run with only an ‘application face’—are stored as disk files,
too, with the additional complexity that the embedded OS is typically not accessible at
runtime for patching, etc. Creation of rogue VMs will be a popular exploit, and IDS/IPS
technologies will be needed to see the inter-VM traffic occurring in system memory.

U Role consolidation. Similar to the privacy and regulatory risk (above), there is risk of role
consolidation exposure. As we shrink/collapse physical infrastructure into a smaller physical
footprint, we often hope to reduce headcount requirements at the same time. This generally
entails consolidation of administrative roles onto fewer people. This consolidation can create
an inappropriate power concentration in individuals, which would normally be avoided by
role separation policies. This consolidation will require careful planning and safeguard

AITP Research and Strategy Advisory Group Page 22 of 40
October 14, 2008



Virtualization and Its Benefits

policies, so that we neither compromise security nor ‘waste’ the personnel savings gains —a
definite benefit of virtualization.
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Appendix B

Desktop Virtualization — Benefits, Risks, Performance, Security

Expected Benefits:

U Create software standards in a heterogeneous hardware environment. Similar to what
we try to do today with standardized PC install images, standardized VMs for the desktop
can be developed and implemented. The benefit of VMs over our more traditional ‘images’
approach is that VMs do not require customization for every type of hardware! If the
hardware platform even runs virtualization software such as VMware Workstation or Sun
xVM, then any/all of our standard VMs could be assigned to those machines. There is no
need to worry about drivers, differences in peripherals, or motherboard ports. This allows IT
to create a uniform software environment effectively, regardless of how varied the hardware
base might be. This has obvious benefits in support costs, quality, training, etc—all the
advantages of standardization.

U Enforce software standards better. Many modern PC and host OS systems have the ability
to ‘lock down’ the PC (e.g., allowing the user to access only select applications, or
automatically launching select applications for them at boot time). IT management could
create the appropriate VM for a given user, install it on the PC, ‘lock’ the PC into launching
only that VM, and thereby increase standards compliance. Some users will know/learn how to
subvert this approach (but they will subvert any of our efforts)—but most will not. And this
type of Dv (desktop virtualization) will help us realize the benefits of standardization.

O Facilitate work recovery. VM vendors are beginning to produce ‘process logging’
capabilities for their products, in which every keystroke, mouse action, etc of a VM is
recorded in a stream, and can be “re-played” on another copy of the VM (like Mac OS’s
‘time machine’ or Excel macros in MSFT Office). This duplication helps with recovery of
lost work.

U Support forensic needs. This same ‘process logging’ will be of obvious use in forensic and
compliance situations. We will need to be able to prove what the user ‘actually did’ in future
compliance/legal cases.

U Leverage worker knowledge. Again, process logging could be used to automate tasks for
users, based on best practices (like we do with scripts today). The Help Desk could literally
email a ‘process stream’ (like we do scripts) to an end user to ‘play’ on their VM.

U Increase security in telecommuting uses. The portability and self-containment of a VM can
create a higher level of security for corporate employees who work at home or on the road.
Since the VM is simply stored as a (hopefully encrypted!) file, this VM can be carried
anywhere and run on any system which supports the file format. Since the VM can be
configured to not interact with any external network site except approved ones (via controls
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in the browser and administrative policy controls) the VM can be safely run on a user’s home
PC, a public PC in a hotel, or a PC in a customer or vendor office. [This also applies to the
office-bound worker too—you can configure their PC to only boot an approved VM, which
can only ‘see’ legitimate servers/routers. ]

U Manage software configuration conflicts. One novel use of Dv is for supporting
‘conflicting software’ on the same PC. If the conflicts are over exclusive control of resources
(e.g. ports, DLLs), the apps can be placed in different VMs (or in different virtual application
‘sandboxes’), and the conflicts do not even register—the virtualization layer manages the
contention. This can reduce many such conflicts, although it will not eliminate all.

U Allows a wider range of application possibilities. With the ability to virtualize and run
almost any OS on any other OS [the only major exception so far is that we cannot virtualize
Mac OS onto anything other than another Mac OS], the range of applications available to the
user expands greatly. For example, a Vista user could have Office 2007 running natively,
have the GIMP running in a Linux VM, and have the Java Desktop System running in a
Solaris VM. A Mac user could be running Abobe CS apps natively, Outlook 2007 in a Vista
window, and a Citrix thin-client app in an XP window.

U Increase portability in corporate-developed applications. Virtualization technologies in
the x86 space are well represented in the open source community (e.g., Xen, KVM), and
when coupled with recent progress in VM file format standards (e.g. DTMF’s OVF), they
present an opportunity for corporate software developers to create in-house apps with more
flexibility in footprint requirements. For example, after writing the code for a new in-house
app, IT could ‘wrap the app up’ inside a VM for deployment on a wide variety of physical
systems and desktop OSs. [Some will notice that this is another attempt at ‘encapsulation’ of
an application, like early OO-wrappers—but with the requirements being reduced to
hardware-and-hypervisors only.]

U Reduce multiple-PC users. Often, specific applications only run on specific hardware (e.g.
PC or Mac) or OS (e.g. Linux, Windows, Solaris). In the past, our high-end users have often
required 2 (or more!) desktop PC/workstations in order to run all the applications they
needed for their job. Since these workers were typically some of our more important workers
(e.g. traders and forecasters in brokerages), we have typically had to buy them two to three
workstations, monitors, etc—at huge cost. With Dv—and with the serious horsepower
available in multi-core, multi-processor systems of x64 design—we can expect that some
‘desktop sprawl’ will be reversed. The end-users will typically be delighted to consolidate
some of their systems in to single, faster piece of hardware—running all their necessary
OS/application stacks. This will help the hardware budget as well as their productivity.

U Move legacy operating systems and applications onto a more manageable PC.
Virtualization of an OS or application requires a layer of software between the V-OS/V-apps
and the physical hardware. Often this layer sits between the physical system’s OS (The ‘host
OS) and the VM (the ‘guest’). Current examples of this middle layer of software would be
VMware’s Workstation/Fusion products, SWSoft Parallels, Sun’s xVM VirtualBox, and
MSFT’s Virtual PC. This configuration allows the guest software to be hosted on newer PCs,

b
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with better management features. The underlying physical PC/MAC can take advantage of
better, newer management and security software, while the VM is protected by this
underlying layer. This retains the original functionality, but surrounds it with better
management capabilities. For example, critical applications running on Windows 98 could be
migrated (in a VM running that copy of Win98) onto a newer PC with encryption, better
security, better backup processes, and remote support.

U Move legacy operating systems and applications onto a modern, higher performance
PC. Similar to the first point, a virtualized OS/app can be moved from a slower performing
PC to a much faster one, allowing significant performance gains to be realized. Even with the
overhead of virtualization, the net effect can be a significant performance gain for the
application. A three-year gap in PC hardware, for example, typically represents a price-
performance improvement of over 40%, while virtualization overhead is typically less than
10%. In addition, the other system elements (e.g., NIC speed, disk I/O speed, RAM speed,
FSB rate) can also be considerably faster on the newer system, adding to the gains.

U Augment legacy applications by leveraging new features of newer (masquerading) PCs.
In some cases, internal subsystems or peripheral systems attached to the newer PC can
increase the value or decrease the operational cost of the legacy application. The newer
device ‘masquerades’ as the older device on the original PC, yet adds value by features
unknown to the virtualized OS/app. Examples of this would be where a disk-hungry
application is moved to a PC which has a high-performance internal RAID array, or where an
OS with a small-memory footprint (therefore with heavy paging usage) is run on a PC with
additional memory. The original physical PC might not be able to expand its real RAM (e.g.,
due to expansion slot limitations), but as a VM on a larger machine, its working memory
actually could be expanded.

U Reduce cost of Test and Development equipment. One of the earliest uses of PC
virtualization was in the Test/Dev departments. IT personnel would have virtual copies of all
the ‘approved standards’ desktop OS/application stacks, running on only one physical
workstation. When a needed upgrade, patch, hotfix, or new application became available for
testing, these VM copies of the PC images were where these changes were tested first. This
reduced their quality costs, of course, since the patches weren’t pushed out to PCs which
might have problems with the upgrade. Additionally, it was easy to create a new VM for
application development work. This strategy was popular because it reduced the hard invoice
costs to buy extra physical systems for Test/Dev.

U Expedite fault isolation and containment measures. When a VM or virtualized application
is compromised at a desktop by malware and/or becomes a ‘carrier’ of malware, creating
risks to other systems on the network, it is very easy to shut it down and restart a fresh,
uncorrupted copy of the VM.

U Facilitate migration to a different hardware architecture. VMs can easily be moved from
a user’s current PC to their next PC. Refreshes become simpler, faster, and more predictable;
and recovery times in the case of PC hardware failure become much shorter.

AITP Research and Strategy Advisory Group Page 26 of 40
October 14, 2008



Virtualization and Its Benefits

U Future: Buy pre-built VMs from marketplaces for end-user needs. The server
virtualization market already has marketplaces for pre-built, self-contained, non-adjustable
VMs and “virtual appliances”, and the desktop market is expected to grow as well. This
would allow IT to direct users to external marketplaces to acquire specialty software, without
having to create/maintain the configurations in the IT shop.

U Leverage centralized management. The current Dv architectures also allow storing,
launching, and terminating VMs from centralized servers [like checking out a book from a
library]. In this architecture, a PC user (or thin-client user, in some cases), makes a request
for a specific VM from a VM management server. The management server authenticates the
user, allocates a VM from a “pool’, and either transfers the image to the PC or runs it
remotely on the server (a lot like a thin-client operation would run). When the VMs are
inventoried and managed this way, many centralization advantages can be realized: easier
patching, easier recovery, HA/failover, DR, fewer software licenses required [due to the
‘pooling’ nature of this architecture], policy-based resource allocation and management,
better usage visibility for chargeback/capacity planning, easier backup of PC data, etc. In
addition, in the case where the VM is run on the server hardware itself, the PC gets the ability
to run software that it might not be able to support on its own hardware. For example, when
Vista first became available, many PCs did not have the requisite hardware power to run it.
But when these PCs accessed Vista VMs on a remote server—with only the RDP-type
interactions going across the network—suddenly they were able to leverage Vista
capabilities.

U Match resources to end-user computing needs better. The ‘library’ architecture described
above has an interesting implication: the VM can be run wherever it makes the most sense
for the need. For example, if a user requests a CPU-intensive or Multimedia-intensive VM, it
might be best to ship the entire VM down to the user for running on their local (dedicated)
hardware. On the other hand, if their need for performance and 1I/O is light, the VM can just
stay on the remote server and run from there. This architecture—and there are many
variations on this—has great flexibility and attempts to better match the organization’s
resource capacity with the user demands upon that capacity.

Anticipated Risks:

U Rogue Virtual Machines. The fact that an end-user could download (or bring into the office,
via a USB drive) a copy of VMware Workstation, install it, create multiple VMs on their
system (with pirated Windows), do the same for co-workers around them, and these never
show up on centralized IT’s system diagrams or in their asset inventory, means that this
process needs to be controlled. This will likely create many downstream problems: difficulty
of support entitlement, added support complexity, increased requests for ‘faster/bigger’ PCs,
‘hidden’ software, ‘hidden’ inappropriate data/images, illegal downloads of intellectual
property (e.g. MP3s, movies), etc.

AITP Research and Strategy Advisory Group Page 27 of 40
October 14, 2008



Virtualization and Its Benefits

U Software compliance issues. Rogue VMs often are populated with copies of apps which are
not legal for that usage. It is common for an end-user to bring an app from home and install it
in a local VM (it doesn’t show up on IT’s radar that way), typically violating the standard
EULA license agreement. Although this is an infraction by an end-user, you can bet that IT
and the organization will bear some liability for such infractions anyway (as happens today
when end-users download illicit materials at work).

U Possible application non-portability due to re-authorization failures. Depending on the
technology used, some software applications will have to be re-authorized when moved to a
VM. Many of the more expensive products (e.g. Adobe/Macromedia, AV media editing
tools) are authenticated by various elements in a computer’s ‘footprint’. When the footprint
changes significantly, the software suspects ‘unauthorized use’, and requires re-
authentication against the website. If the user (or IT) has lost the original means to identify
authentic users (e.g., serial numbers on boxed or CD jackets, registration codes sent in old
emails), then either (a) the application becomes unusable; or (b) IT and/or the user has to find
the invoice (if possible), contact the vendor, explain/prove their case, etc. This can be very
disruptive and time-consuming for IT and/or the end-user.

U Immature Technology Issues. Desktop virtualization is about two years behind server
virtualization, and so the vendor eco-system, management tools, labor skills, standardization
efforts, and cost-economies from competition are only now emerging. For example, we had
our first “price war’ in late 2007, and our second major one in mid-2008 (e.g. ESXi is ‘free’,
since MSFT’s Hyper-V is only $28). This means that we are in ‘early adopter’ times, with
the concomitant ‘first mover’ advantages and risks.

U Extra IT management workload. IT shops must give forethought to their “policies and
policing’ of end-user VMs. As mentioned above, it may be easy for users to create VMs
‘below the radar’, and I'T must plan for this eventuality. Appropriate policies/procedures for
creating VMs, communication/training methods about these P&Ps, and monitoring/scanning
technologies must be developed/acquired, implemented, and managed to insure that desktop
virtualization technology is used wisely. Of course, there will likely be costs associated with
tools to monitor and manage all this (e.g. scanning tools to identify multiple IP addresses
assigned to the same physical MAC address; software inventory tools to see how many
licenses are actually NEEDED).

U Standard centralization/consolidation risks. These are fairly well-known to IT
practitioners, and include all the ‘eggs in one basket’ risks, concentrated physical plant risk,
span-of-control risks, etc. These are not unique to virtualization. However, these risks only
apply to desktop virtualization architectures which are managed/hosted at a central
system/site.

O Skillset scarcity. In the case of centralized desktop virtualization scenarios (e.g. VMware’s
VDI and Citrix’s XENsolutions), we will need qualified solution architectures and managers.
The merging of thin-client, desktop virtualization, and server virtualization in such
environments will require a new mix of skillsets. As our dependence on virtualization grows,
so too will our dependence on skilled personnel (or outside firms) to manage and exploit this
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new infrastructure. Due to the newness of the technology eco-system (for enterprise-scale
environments), the personnel with deep experience in the field are fairly scarce. This can
create a hiring, cost, and retention challenge for IT, in the short run.

Architectural “Choice” risk. Currently, the various DV architectures are incompatible.
Although Citrix may support VMware’s VDI as a subset of their own DDI architecture, it is
not clear how ‘well” supported this will be! Microsoft is only starting to move into the
desktop virtualization space (their VirtualPC will not be their main contender here), so we
should be prepared to have to choose between these competing architectures. This risk is not
unique to virtualization, of course, but it will raise the issue of how “Microsoft-centric” we
are prepared to have to be in the future—they have already released software packages to
manage desktop VMs (System Center Virtual Machine Manager, which will also be released
as a standalone product in late 2008). At the time of this writing (mid-2008), there are no
clear winners in the Dv marketplace. VM ware has the most mature stand-alone product
(ACE for basic PCs, and the higher-end Workstation product), but their emphasis—and
mostly likely the interest of enterprise shops—is on VDI, with its server backend. Citrix has
a definite advantage in this world—because of their vast experience in thin client
architectures—but the more recent XEN product which forms the basis of their Dv
architectures was designed for servers, not desktops, so it is unclear how well it will match
the more mature VMware products. Microsoft and Citrix are working on interoperability of
their different virtualization products, so this could help at least relative to those two choices.

Standards in Flux. Related to the ‘choice’ problem above is that standards efforts in this
area are only now beginning to get traction. The DMTF defined the OVF (Open Virtual
machine Format) and most vendors have been announcing support for it. This would allow a
VM built under OVF to run on different architectures [once the spec gets more robust], but
the issue will be (as always) “will a VM run better in the architecture created by its specific
vendor”. Industry competition always thwarts interoperability efforts somewhat, in the
vendors’ relentless pursuit of ‘product differentiation’ [e.g., as with SNIA adoption].

Audio/Video Issues. Similar to the situation we often have with remote-control software
(e.g. GoToMyPC), the relationship between a VM and its underlying PC in the area of A/V
can be complex. It is not always simple to determine who ‘owns’ a particular media stream
(e.g. video conferencing between a guest VM and the host OS on the same PC??77?). This is
requiring some ingenuity on the part of the virtualization technology providers (e.g.
Qumranet’s new Solid ICE system). Desktop virtualization initiatives which plan on using
video conference calling, VoIP, and various types of telepresence need to run a detailed pilot,
to be sure the preferred architecture actually works.

Performance Issues:

U Multi-monitor support within a VM may be limited. This is one of the most common

complaints about Dv—that a VM can only support one monitor well. You might have several
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VMs running—and be able to drag files from one VM to another—but each individual VM
may only be able to support one ‘virtual’ monitor well. A typical use case is where a two-
monitor PC uses the second monitor for the VM. But—given that some VMs are used only
for running applications not supported by Vista—this can severely restrict the end-user’s
productivity. Vendors have recently made gains in this (e.g. VMware’s Workstation 6
supports multiple-monitors--a some level), but this remains a constraint for many of the users
who adopt Dv technology. In a VM/Thin-client mixed architecture, special thin-client
hardware may be required for this.

U Offline support. In addition to multi-monitor support, this is one of the top issues/constraints
on usage. Vendors are promising that users will be able to download a VM from a central
pool, work on the VM offline (e.g. edit a report on an airplane) , and then synch back up
when they get back online—but products are slow in coming. Of course, this has been a
limitation of all ‘sometimes connected’ technologies of the past (e.g., dial-in terminals, thin-
client, even client-server architectures), so this will be a ‘net gain’ once this becomes
available and manageable.

U General expectations. Vendor and analyst studies are already available for the competing
server virtualization platforms, but significant desktop studies have not emerged yet. We
presume that the same issues would apply. As would be expected, VM performance is
affected by a number of variables: CPU speeds, number of allocated CPUs, memory size,
memory speed/FSB, number of ‘competing” VMs running on the host, hypervisor/host type
and overhead, external bottlenecks (e.g. I/O, network), inter-process communication
technologies, dependency on specific hardware peripherals, business priority logic and rules,
inter-application dependencies, amount of redundancy required, and others. Most studies in
the x86 space show performance of a server VM—in a ‘reasonable’ configuration and
environment—to be in the range of 80-90% of native speed of the host system.

U Standard thin-client issues. When VMs are managed from a thin-client central server (with
the VM hosted on the server and NOT on the desktop), standard multi-media bottlenecks can
occur. Since RDP is still being used in most cases, performance will be constrained by that
technology. Advances in the protocol itself, in ‘helper’ software, and in thin-client devices,
though, will be of significant help in this area in the future.

U Hardware support for virtualization. Many newer PCs and laptops (but not all—so this
may require validation when deciding on a direction) have special silicon inside the hardware
CPU/chipsets. When first announced, these features were known as “Vanderpool” and
“Pacifica”, and are now present in most business-class motherboards. These provide a
hardware assist to software hypervisors and virtualization software. They should be required
in any desktop refreshes other than (1) thin-client and (2) fixed-function/kiosk systems.
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Security Issues:

U Portability disadvantages. Since VMs are stored as disk files (containing the OS, all the
applications, and all virtual-local disk storage files!), they can be moved from system to
system, taken on trips, copied to USB thumbdrives, or even uploaded to websites. This is a
wonderful convenience, but the security aspect can be a nightmare. If private data is allowed
to be stored on the local storage INSIDE the VM (and therefore, not ‘visible’ to the outside
world), then that data can be stolen, lost, deleted-without-backup, or transferred to
unauthorized personnel. This will require significant planning, monitoring and ‘lockdown’
tools, policy education/enforcement, and constant vigilance. And, in today’s compliance
environment, all of this management infrastructure ITSELF must be documented, monitored,
and ‘proven’ to the authorities, on a regular basis.

U Baseline issues are shared with physical systems. VMs require at least the same amount of
attention and protection as physical machines. This will include OS hardening, administrative
role segmentation, VLANs, IDS/IPS systems (including the ability to see interactions
between VMs), firewalls, encryption, physical security of the host, etc.

U Inconsistent application of security policies. IT worked hard to develop security practices
for its physical machines, but often those practices are not applied consistently to VMs. This
creates security risks similar to that of un-managed physical networks.

U Additional attack surfaces for hackers. The hypervisor represents a new—and potentially
lucrative—attack surface to intruders, since it has ‘supervisor-like’ privileges on the physical
host PC. Also, since VMs are stored as public-format disk images between sessions, the file
image represents an attack surface. Likewise, virtual ‘appliances’—fully configured VMs
which can be downloaded and run with only an ‘application face’—are stored as disk files,
too, with the additional complexity that the embedded OS is typically not accessible at
runtime for patching, etc. Creation of rogue VMs will be a popular exploit, and IDS/IPS
technologies will be needed to see the inter-VM traffic occurring in system memory.
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Appendix C — Checklist for Virtualization

A. Checklist for Virtualization of Servers
a. Take an inventory of servers that includes CPU utilization, I/O transaction
volume, performance requirements, security level of applications, data base size,
frequency of changes to data
b. Virtualization Infrastructure Analysis
1. Server Consolidation Assessment — Anticipated server consolidation as
related to workloads
ii. Server Containment Assessment — Server consolidation ratios for future
workloads
c. Financial Analysis
i. Total Cost of Ownership Analysis
ii. Return on Investment Analysis
d. Requirements Analysis
1. Assumptions associated with a standard virtualization solution
ii. Gap Analysis — Specific requirements and limitations
e. Deployment Strategy
i.  Scope and Duration of Project
ii. Outcomes Defined to Measure Success
iii. Design Architectural Services
iv. Project Plan
B. Checklist for Virtualization to the Desktop
a. Inventory of computers including variety of hardware and life cycle plan
b. Inventory of software on workstations
c. Inventory of user roles for hardware and software
i. Identification of the types of user roles needed
ii. Identification of who belongs to what user roles
d. Financial Analysis
1. Cost of averaged annual hardware replacement plan
ii. Cost of current hardware life cycle plan
iii. Cost of projected bandwidth needs
iv. Cost of revised hardware life cycle plan (Assumption is longer hardware
life cycles)
v. Return on Investment Analysis
e. Requirements Analysis
i. Assumptions associated with a standard virtualization solution
ii. Gap Analysis — Specific requirements, projected bandwidth utilization,
and limitations
f. Deployment Strategy
i. Scope and Duration of Project
ii. Outcomes Defined to Measure Success
iii. Technology Services to maintain
iv. Design Architectural Services
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v. Project Plan

C. Checklist for Virtualization of Storage

a.

b.

Inventory Storage — size, frequency of data changes, magnitude of change, data
recovery time objectives (RTO)
Virtualization Infrastructure Analysis
i. Impact of Server Virtualization on storage recovery and increased backup
time
ii. Use of RAID and mirroring to minimize data RTO
Total Cost of Storage Before and After Virtualization of Servers
Requirements Analysis
Deployment Strategy
i. Parallel virtualization storage analysis with virtualization of servers
analysis
ii. Parallel deployment of virtual storage changes with virtual servers based
on combined impact analysis
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Appendix D - Guest Contributors

Special Thanks to:

Glenn Miller
VP Strategic Advisory Services
Macquarie Equipment Finance

Timothy Gehrig

AVP, Architecture Services
Managed Services
CedarCrestone, Inc.

Jeffrey Rowe
Data Administrator
San Diego County Sheriff’'s Department

(Data Quality, Data Integrity, Data Exchanges, Disaster Recovery, XML)
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Appendix F — AITP Research and Strategy Advisory Group

Purpose and Function

Mission
Research trends and directions in the IT industry, state the findings and conclusions drawn from

the research, recommend AITP strategy positions, and reevaluate existing AITP strategy
positions based on new findings.

Vision

The Research and Strategy IT Advisory Group will perform an independent analysis of IT
industry direction, giving AITP an overarching view of our profession. AITP will use the
findings to create strategic and tactical goals and objectives to provide its members with current
IT information unbiased by company or institutional directions. The AITP organization will use
the recommendations to realign its organization and its member offerings and special interest
groups with the direction of the IT industry.

Advisory Group and AITP Commitment

Annually, the advisory group will perform a research analysis of the IT industry and will
reevaluate the strategic direction of AITP and its alignment with the industry. The advisory
group will publish its findings and recommendations to be used by the AITP Board of Directors.
The Board will evaluate the findings and recommendations of the advisory group in relation to
its current strategic direction and will take actions it deems appropriate.

Value

For the industry: An independent assessment of the IT industry not influenced by company
strategies -- written by IT professionals for IT professionals.

Members

Commitment by an advisory group member is for a minimum of three years. After three years of
service, the advisory group membership may reconfirm a member for an additional three years.

ComMMITTEE CHAIRPERSON

Christine Leja, CCP

Chris Leja has been a member of AITP since 1981 and currently serves as the AITP Region 5
Past President. Ms. Leja’s involvement in AITP has earned her the Life Award for service.
Chris has served in many of the chapter positions including Chapter President and has been
active at the region level and served on the Association Board of Directors. She currently serves
as chair for the AITP Research and Strategy Advisory Group (RASAG).

Ms. Leja, Chief Information Officer at Southwestern Illinois College, has held prior IT
leadership roles in other academic institutions and industry including directing and teaching in
the Masters of Management Information Sciences program. During her active role as Vice-
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President and Partner of Le Com Enterprises, Inc., Ms. Leja has brought to market several
software products for the home and commercial marketplace.

In addition to her AITP involvement, Chris is active as Treasurer of the Illinois Council of
Community College Administrators - Technology Commission and has given a number of

presentations and written several articles concerning Information Technology.

ComMITTEE MEMBERS

Richard C. Barnier

Richard Barnier is Chairman of the Barnier Group. He has over 25 years with companies like
IBM, Digital Equipment, Simpson Electronics, ECOS Electronics, CA and Phoenix Acquisitions
Properties where he has held positions in, Executive Management, Project Management, Trusted
Strategic Advisor, CIO and President. Rich was on the National Board of Directors of AITP,
past president of the Chicago chapters, Chairs the CEO/CIO focus group, facilitates the chapters
SIG groups; is on the Advisory Technology committee for the Executives Club of Chicago and a
member of the Mayors Council of Technology Advisors. His contributions to the industry
include the publication of numerous professional articles and frequent speaking engagements at
professional organizations.

Charles L. (Chuck) Brown, CCP

Chuck joined AITP — San Diego in 1980 and is a member of their Board and a vice president in
Region 1. He has held every position at the chapter level; held secretary and director positions at
the Region level; and served on national committees for membership, chapter operations,

and RASAG. He is co-chair of the International Computer Science and Technology Conference,
joint effort of National University and AITP — San Diego. He founded the AITP — SD Business
Security SIG, with the FBI and InfraGard, in 2005. He participates in a variety of other local
forums — AIIM, ACP & PML.

Chuck is currently the Manager of Integrated Justice Applications for the San Diego County
Sherift’s Department, which has a staff of 4,000 and serves over three million people, covering
4,200 square miles. He is responsible for coordinating regional information sharing systems used
by over 70 state, local and federal agencies. He has 40 years of information systems and
management experience (from programmer to CIO) in applications development, project
management and IT management. His applications development and management experience span
mainframe, mid-range and desktop computing platforms in the IBM, DEC, UNIX, Novell and
Windows environments for technology consulting, education, managed care, pharmaceuticals,
public health public utilities and local government.

Paul F. Dittmann

Paul Dittmann has been an AITP member since 1998 and in the past had been a member of
DPMA. He is in his 4™ year as President of the Chicago (Windy City) Chapter and has also
served as Chapter Executive Vice President and Chair of the CRM Special Interest Group.
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Paul Dittmann currently is a Director with Pathfinder Associates LLC. Pathfinder specializes in
User Experience Design and development of web applications, desktop applications and complex
web sites. Mr. Dittmann began his career as a CPA with Touche Ross & Co and has served as a
finance and risk manager for a manufacturer, the CFO and COO of two technology consulting
firms and as Principal and Managing Director in the technology practice of a Chicago-based
CPA firm that was acquired by American Express. He has also taught Accounting and
Economics at both the undergraduate and graduate levels.

Paul Koziel, MBA

Paul is a member of AITP and is the co-chair of the Infrastructure SIG in Chicago.

During his 20+ years of Information Technology management he has managed application
development and infrastructure and operations. Most recently Paul oversaw IT service delivery
for the infrastructure management division of Acxiom, a global leader in customer information
management solutions and IT outsourcing. He was Director of IT and Divisional CIO for RR
Donnelly Book Publishing Services and was a member of the global standards and architecture
team at ABN AMRO, one of the largest banks in the world..

Mark A. Welle

Mark Welle has more than 24 years experience in the retail industry, including 7 years in
Information Technology management, most recently with Macy’s Midwest as Vice President of
Information Technology. He also has experience in finance as an Assistant Controller, Director
of Financial Services, and Director of Merchandise Planning. Mark joined AITP in 2008 and is
currently a member of the University of Missouri St. Louis Computer Learning Center Advisory
Board. He has worked with the St. Louis RCGA and other organizations to provide resources for
displaced IT employees.

J.T. (Jay) Westermeier, JD, CCP

J.T. “Jay” Westermeier has been a member of AITP since 1976 and is the past president of the
District of Columbia Chapter of AITP. He is a partner in the DLA Piper US LLP law firm, one
of the world’s largest law firms. Jay is the only lawyer to ever receive the Distinguished
Information Sciences Award, AITP’s highest award. He received the DISA award in 1987 and is
a lifetime member of AITP.

Jay is the past president of the International Technology Law Association (formerly known as
the Computer Law Association), the world’s largest legal association representing information
technology legal professionals with members in more than 60 countries. He is a Life Fellow of
the American Bar Foundation and 2001 Burton Award recipient. He serves on a number of legal
journal editorial boards, contributes to a number of legal treatises, has published more than 170
articles and is a frequent speaker both in the U.S. and internationally. He was appointed by the
Governor of Virginia and confirmed by the Virginia Assembly to serve a four-year term on
Virginia’s Council of Information Management. He is listed in Best Lawyers in America (2003-
2009), Virginia Super Lawyers (2006-2008), Washington, D.C. Super Lawyers (2007-2008) and
Virginia’s Legal Elite (2006). He is also listed in Euromoney’s “Guide to the World’s Leading
Technology, Media and Telecommunications Lawyers”, Euromoney’s “Guide to the World’s
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Leading Information Technology Lawyers,” Mondaq’s “Listing of the World’s Leading Internet
and E-Commerce Lawyers”, and Law Business Research Limited’s “An International Who’s
Who of e-Commerce Lawyers (2d Edition)”;Who’s Who Legal — The International Who’s Who
of Business Lawyers” (2002; 2008) and the International Who’s Who of Internet and e-
Commerce Lawyers (2008). He co-chairs the Virginia Information Technology Legal Institute.

He is admitted to practice law in Virginia, Maryland and the District of Columbia. He obtained a
BS from the United States Military Academy, his JD from American University, and his MBA
and LLM from George Washington University. He is a retired Colonel in the U.S. Army
Reserves.
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